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METHODS AND APPARATUS FOR PROTECTION 
AGAINST NETWORK FAILURES 

Related Application 

The present application is related to U.S. Patent Application Attorney Docket No. R. 
Nagarajan 12, filed concurrently herewith in the name of inventor R. Nagarajan and entitled 
"Efficient Architectures for Protection Against Network Failures which is incorporated by 
reference herein. 

Field of the Invention 

The present invention relates generally to techniques for protecting an optical network or 
other type of network from a failure in a link, span, node or other element of the network, and more 
particularly to techniques which permit traffic to be redirected through the network in the event of 
such a failure. 

Background of the Invention 

Communication network technology is advancing at a rapid rate. For example, all-optical 
networks using wavelength division multiplexing (WDM) are currently being deployed for a wide 
variety of communication applications. WDM techniques allow optical signals having different 
wavelengths to be multiplexed into a single optical fiber. Each of the wavelengths serves as an 
optical carrier and can be used independently of the other wavelengths, such that different 
wavelengths may use different modulation formats to carry different signal types. In one possible 
implementation, each wavelength may carry a modulation signal representing a synchronous optical 
network/synchronous digital hierarchy (SONET/SDH) client payload, where each client is a 
SONET-rate time division multiplexed (TDM) application and the common carried signals are in 
an OC-x format, where "OC" denotes optical carrier andx denotes the rate, e.g., an OC-3 format, an 
OC-48 format, an OC-192 format, etc. 

Such optical networks generally include routing elements such as wavelength switching 
cross-connects, wavelength adapters, wavelength interchanging cross-connects, etc. A wavelength 
switching cross-connect serves to cross-connect incoming wavelengths on a given input fiber to 
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different output fibers, but does not provide any transformation in wavelength. When only this type 
of routing device is present in an optical network, the network typically routes a given end-to-end 
demand using a single wavelength. If a primary network path assigned to the given demand fails, 
the demand generally must be carried on a secondary or restoration path using exactly the same 
wavelength as the primary path. A wavelength adapter is a device which allows conversion of 
wavelength at the client-network interface. A wavelength interchanging cross-connect is used to 
cross-connect incoming wavelengths onto different output fibers while also providing transformation 
of wavelengths. 

One type of approach to providing failure protection in an optical network formed of these 
and other elements is to provide complete redundancy, such that the network includes a dedicated 
backup or secondary connection for each primary connection of the network. When a link, span or 
node of the primary connection fails, traffic may then be switched onto the corresponding elements 
of the secondary connection. 

FIG. 1 shows an example traffic demand between two nodes A and Z of a given network. In 
this example, the demand is two units of OC-x traffic, each unit corresponding to one of the dashed 
lines between nodes A and Z. 

FIG. 2 illustrates a conventional network protection approach as applied to the two units of 
OC-x traffic in the FIG. 1 example. This approach is an example of the above-noted complete 
redundancy approach, and is known in the art as "1+1" protection or "bridge and select." In this 
approach, the first and second units of OC-x traffic are routed in the manner indicated at 100 and 
1 1 0, respectively. More particularly, an original signal corresponding to the first unit of OC-x traffic 
is routed on a first link 102 between the nodes A and Z, while a copy of this signal is routed on a 
second link 1 04 between the nodes A and Z. A particular one of the original signal or the copy is 
then selected at the destination node Z. The second unit of OC-x traffic is routed in a similar 
manner, with an original signal corresponding to the second unit of OC-x traffic routed on a link 112 
between the nodes A and Z, while a copy of this signal is routed on a link 114 between the nodes 
A and Z. Again, a particular one of the original signal or the copy is then selected at the destination 
node Z. 
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The "bridge and select" approach illustrated in FIG. 2 provides complete redundancy for the 
capacity required to route the two units of OC-x traffic between nodes A and Z, However, this 
approach suffers from a number of significant drawbacks. For example, although the approach 
provides link protection, i.e., protection against a failure in one of the primary links 102 or 1 12, its 
fails to provide span protection, where span protection refers generally to an ability to switch locally 
from a primary trunk to a backup trunk. In addition, since a full unit of the OC-x traffic is assigned 
to each link, this approach does not accommodate preemptible traffic, and fails to provide any 
opportunity for quality of service (QoS) enhancement. 

More sophisticated approaches may involve the use of a path restoration algorithm to provide 
automatic restoration of network traffic in the event of a primary path failure, while sharing 
restoration capacities whenever possible, so as to reduce the total amount of required redundant 
capacity. 

Examples of known path restoration algorithms are described in, e.g., U.S. Patent No. 
6,021,113 issued February 1, 2000 in the name of inventors Bharat T. Doshi et al. and entitled 
"Distributed Precomputation of Network Signal Paths with Table-Based Link Capacity Control," 
J, Anderson, B.T. Doshi, S. Dravida and P. Harshavardhana, "Fast Restoration of ATM Networks," 
JSAC 1991; W.D. Grover, "The Self-Healing Network: A Fast Distributed Restoration Technique 
for Networks Using Digital Cross Connect Machines," IEEE Globecom 1987; U.S. Patent No. 
4,956,835, issued to W.D. Grover on September 11, 1990; C.H. Yang et al, "FITNESS: Failure 
Immunization Technology for Network Service Survivability," IEEE Globecom 1988; C. Edward 
Chow, J.Bicknell, S. McCaughey and S. Syed, "AFast Distributed Network Restoration Algorithm," 
IEEE Globecom '93, pp. 261-267, 1993; and S. Hasegawa, Y. Okanone, T. Egawa and H. Sakauchi, 
"Control Algorithms of SONET Integrated Self-Healing Networks;" and U.S. PatentNos. 5,435,003 
and 5,537,532, both entitled "Restoration in Communications Networks" and issued to R.S.K. Chng, 
CP. Botham and M.C. Sinclair. 

These more sophisticated approaches are often computationally intensive, and are therefore 
not appropriate or desirable in many applications. What is needed is a simple approach which 
utilizes redundancy but also overcomes the above-noted problems associated with the conventional 
"bridge and select" approach. 
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Summary of the Invention 

The present invention provides techniques for protecting against network failures in an 
optical network or other type of network. 

In accordance with the invention, units of OC-x traffic or other type of traffic are routed 
between nodes in a network on corresponding sets of trunks, such that the traffic is balanced between 
disj oint paths, and a restoration process for the traffic is implemented using service layer or transport 
layer switching. The service layer switching may be, e.g., Internet protocol (IP) switching or other 
type of service layer packet-based switching. 

In a first illustrative embodiment of the invention, first and second nodes are connected by 
first and second sets of trunks, with each of the trunks in a given set of trunks supporting a 
designated portion of a given one of the units of traffic. For example, the units of traffic may be 
routed such that a first half of a given one of the units of traffic is routed on a first one of the trunks 
in a given one of the sets of trunks, and a second half of the given unit is routed on a second one of 
the trunks in the given set of trunks. 

In other illustrative embodiments of the invention, the first and second nodes are connected 
by first and second sets of trunks so as to form a four-trunk ring, with each of the first and second 
sets of trunks including a primary trunk and a backup trunk. A given one of the units of traffic is 
then routed on either an upper or lower portion of the ring. For example, the given unit of traffic 
may be split equally between the primary trunk and the backup trunk associated with the upper or 
lower portion of the ring, or routed entirely on the primary trunk associated with the upper or lower 
portion of the ring. 

The four trunk ring may be in the form of an IP/optical hybrid ring, in which case the 
restoration process is implemented using service layer switching, or a SONET/optical ring, in which 
case the restoration process is implemented using transport layer switching. 

Advantageously, the present invention in one or more of the above-noted embodiments is 
able to accommodate preemptible traffic, and can provide an opportunity for quality of service 
(QoS) enhancement. The network failure protection techniques of the invention thus make more 
efficient use of redundant capacity than the conventional techniques described above. The 
techniques of the present invention are well-suited for use in complex fiber-based optical networks 
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which include wavelength select devices, wavelength adapters, wavelength interchange devices and 
other types of optical routers, but are more generally applicable to any other type of network and any 
type of transport medium. 

These and other features and advantages of the present invention will become more apparent 
from the accompanying drawings and the following detailed description. 

Brief Description of the Drawings 

FIG. 1 shows an example traffic demand between two nodes of a network. 
FIG. 2 illustrates a conventional "bridge and select" approach to routing of the example 
traffic of FIG. 1. 

FIGS. 3, 4 and 5 show the routing of the example traffic of FIG. 1 in accordance with 
respective first, second and third illustrative embodiments of the invention. 

FIG. 6 shows a block diagram of a network node in accordance with the invention. 

Detailed Description of the Invention 

The invention will be illustrated herein in conjunction with the routing of exemplary OC-x 
traffic between a pair of nodes in a network. It should be understood, however, that the invention 
is not limited to use with any particular type of traffic demand, network node or network, but is 
instead more generally applicable to any network traffic routing situation in which it is desirable to 
provide improved protection against network failures. For example, the network failure protection 
techniques of the invention may be utilized not only in optical networks, but also in telephone, cable 
and other electrical networks. The term "network" as used herein is therefore intended to include, 
e.g., optical networks, electrical networks and hybrid optical-electrical networks. The term "service 
layer" is intended to include without limitation Internet protocol (IP), asynchronous transfer mode 
(ATM), frame relay, or other type of communication technique associated with packet-based 
switching. The term "transport layer" is intended to include without limitation a layer which is 
below the service layer and provides a transport mechanism for services implemented in the service 
layer. Examples of transport layer communication techniques include synchronous optical 
network/synchronous digital hierarchy (SONET/SDH), optical networking, PDH, etc. 
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FIG. 3 shows the routing of the FIG. 1 traffic in accordance with a first illustrative 
embodiment of the invention. This embodiment utilizes an approach referred to herein as a 2F IP 
ring, where U 2F" denotes "two fiber" and IP refers to Internet protocol. In this approach, the first 
and second units of OC-x traffic shown in FIG. 1 are routed in the manner indicated at 120 and 130, 
5 respectively. More particularly, the first unit of OC-x traffic is split in half and each half is routed 
on one of two separate OC-x trunks 122 and 124 between the nodes A and Z. The second unit of 
OC-x traffic is routed in a similar manner, i.e., the second unit is split in half and each half is routed 
on one of two separate OC-x trunks 132 and 134 between the nodes A and Z. Each of the trunks 
1 22, 124, 132 and 134 has a capacity of one Ml unit of OC-x traffic, and is therefore loaded to 50% 
1 0 of its capacity by the routing shown in FIG. 3 . 

In the 2F IP ring approach illustrated in FIG. 3, the traffic is split between two disjoint paths. 
^ Failure detection is preferably implemented at the physical layer of the well-known Open Systems 
U1 Interconnection (OSI) model. The physical layer of the OSI model is also referred to herein as the 
g£ transport layer. Restoration is preferably implemented at the network layer of the OSI model. The 
%5 IP layer referred to herein is an example of the network layer of the OSI model. A failure may be 

0 detected at the transport layer and communicated to the IP layer so as to force a switch of the one- 
fg half unit of OC-x traffic from the affected trunk to the alternate trunk. It should be noted that, 
2 although it is believed that no standard signaling exists for this type of cross-layer communication, 

01 numerous suitable implementations for such switching will be readily apparent to those skilled in 
SO the art. 

Advantageously, since each OC-x trunk 122, 124, 132 and 134 is loaded to only 50% of its 
capacity, the 2F IP ring approach allows the implementation of enhanced Quality of Service (QoS) 
capabilities, such as reduced delay or packet loss, while there are no maintenance or restoration 
activities taking place. 

25 FIG. 4 shows the routing of the FIG. 1 traffic in accordance with a second illustrative 

embodiment of the invention. This embodiment utilizes an approach referred to herein as a 4F 
IP/optical hybrid ring, where "4F" denotes "four fiber" and IP again refers to Internet protocol. The 
4F IP/optical hybrid ring is shown generally at 150 in FIG. 4, and includes nodes A and Z, primary 
OC-x trunks 152 and 156 illustrated as solid lines, and backup OC-x trunks 154 and 158 illustrated 

6 
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as dashed lines. The downward arrow 160 denotes a span switching operation, in this case from 
primary trunk 152 to backup trunk 154. 

In this approach, the first and second units of OC-x traffic shown in FIG. 1 are routed such 
that one unit of OC-x traffic is routed on the top half of the ring 150, while the other unit is routed 
5 on the bottom half of the ring 150. 

There are two options for implementing this type of loading. In the first loading option, a 
given unit of OC-x traffic is split equally between the primary and backup trunks on a particular half 
of the ring 150. For example, the first unit of the OC-x traffic may be split equally between the 
primary and backup trunks 1 52 and 1 54, respectively, while the second unit of the OC-x traffic may 
10 be split equally between the primary and backup trunks 156 and 158, respectively. This loading 
option allows enhanced QoS to be provided in a manner similar to that previously described in 
^ conjunction with the 2F IP approach. Each of the trunks 1 52, 1 54, 1 56 and 1 58 has a capacity of one 
Ul full unit of OC-x; traffic, and is therefore loaded to 50%of its capacity by this first option. 
m In the second option, the entire unit of OC-x traffic for a given half of the ring 1 50 is routed 

;|j 5 on the primary OC-x trunk for that half For example, the entire first unit of OC-x traffic may be 
Q routed on primary trunk 1 52 in the upper half of the ring 150, while the entire second unit of OC-x 
Pi traffic is routed on the primary trunk 1 56 in the lower half of the ring 1 50. The primary trunks 152 
5: and 156 are thus loaded to 100% of their capacity in this example. As a result, it is not possible to 
131 provide enhanced QoS. 

SlO The 4F IP/optical hybrid ring approach illustrated in FIG. 4 thus balances the traffic between 

two disjoint paths. As in the 2F IP ring approach of FIG. 3, failure detection is again preferably 
implemented at the transport layer, while restoration is implemented at the IP layer. 

In the first loading option described above, i.e., when the load is split equally between 
primary and backup trunks, span switching may be performed at the IP layer with the aid of transport 
25 layer signaling. In the second loading option, i.e., when the load is placed entirely on the primary 
trunks, a transport layer span switch can be used and no IP layer action is required. Note that in both 
the first and second options, multiple span maintenance activities on disjoint spans can proceed in 
parallel. 
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As noted above, detection of a node or fiber span failure may again be implemented at the 
transport layer. More specifically, such a failure may be detected at the transport layer and 
communicated to the IP layer so as to control the switching of OC-x traffic from a primary trunk to 
a backup trunk on a given half of the ring, or from one half of the ring to the other half of the ring. 

It should be noted that the 4F IP/optical hybrid ring approach provides additional reliability 
relative to a conventional 2F optical ring in the presence of multiple failures. For example, when 
a span maintenance is in effect on the primary trunk of one half of the ring and the backup fiber is 
cut, the traffic can be switched to the other half of the ring. In the 2F optical ring case, the traffic 
is lost, as both halves of the ring are unavailable. 

FIG. 5 shows the routing of the FIG. 1 traffic in accordance with a third illustrative 
embodiment of the invention. This embodiment utilizes an approach referred to herein as a 2 node 
and 4 fiber SONET/optical ring. The 2 node and 4 fiber SONET/optical ring is shown generally at 
170 in FIG. 5, and includes nodes A and Z, primary OC-x trunks 172 and 176 illustrated as solid 
lines, and backup OC-x trunks 174 and 178 illustrated as dashed lines. The downward arrow 180 
denotes a span switching operation, in this case from primary trunk 172 to backup trunk 174. The 
ring 170 further includes routers 190 and 192, coupled to nodes A and Z, respectively. The nodes 
A and Z in this embodiment are assumed to be implemented as add-drop multiplexers (ADMs), 
although other devices could also be used. 

As in the 4F IP/optical hybrid ring approach illustrated in FIG. 4, the first and second units 
of OC-x traffic shown in FIG. 1 are routed in this approach such that one unit of OC-x traffic is 
routed on the top half of the ring 170, while the other unit is routed on the bottom half of the ring 
170. 

Like the FIG. 4 approach, the 2 node and 4 fiber SONET/optical ring approach of FIG. 5 
balances the traffic between two disjoint paths. However, in the FIG. 5 approach, both failure 
detection and restoration are preferably implemented at the transport layer. In addition, span 
switching and restoration in the FIG. 5 approach may be performed in accordance with well-known 
conventional SONET/optical ring techniques. 
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There is generally no possibility for enhanced QoS in the FIG. 5 approach. However, if 
protection access is available, it may be possible to use the protection channels for preemptible 
traffic. 

Advantageously, since the FIG. 5 approach performs both failure detection and restoration 
5 at the transport layer, it is likely to be the fastest in terms of restoration of the illustrative approaches 
described herein. 

FIG. 6 shows an exemplary network node 200 which may be used to implement the above- 
described routing functions. The node 200 may therefore correspond, e.g., to node A or node Z in 
the illustrative embodiments of FIGS. 3 through 5. 
10 The network node 200 includes a controller 210, a switch fabric 212, a first line card 214 

having a set of OC-x ports 2 1 5 associated therewith, and a second line card 2 1 6 having a set of OC-x 
S ports 217 associated therewith. It should be understood that the node 200 has been simplified for 
Uj purposes of illustration. For example, the node 200 in practice may include a substantially larger 
Qj number of line cards and ports, as required for a given application. 

+[ 5 The controller 2 1 0 includes a processor 220 and a memory 222. The processor 220 may be, 

P e.g., a microprocessor, a microcontroller, an application-specific integrated circuit (ASIC) or other 
Q type of processing devices, as well as portions or combinations of such devices. The memory 222 

may include an electronic random access memory (RAM), a read-only memory (ROM) or other type 
01 or memory device, as well as portions or combinations of such devices. The memory 222 may be 
J30 used to store a demand database for storing demands for network capacity, and a set of routing tables 

which specify routing paths through a corresponding network for particular demands. 

It should be noted that the node 200 may be an element of an optical network or other type 

of network which includes a very large number of nodes, and possibly a central controller. One or 

more of the nodes and the central controller may each represent a computer, processor-based switch 
25 or other type of processor-based device configured to provide the network protection techniques 

described herein. The invention is well-suited for use in large-scale regional, national and 

international networks which may include many subnetworks, each having hundreds of nodes, but 

can be used in any network application. 
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The above-described embodiments of the invention are intended to be illustrative only. For 
example, although described in conjunction with OC-x traffic over fiber trunks, the invention can 
be applied to networks utilizing any desired type of traffic or network transport medium. The term 
"trunk" as used herein is therefore intended to include not only fiber trunks but more generally any 
other type of transport medium. In addition, the IP layer techniques described herein could be 
implemented using other types of packet-based service layer techniques, such as asynchronous 
transfer mode (ATM), frame relay, multi-protocol label-switched (MPLS), etc. These and numerous 
other alternative embodiments may be devised by those skilled in the art without departing from the 
scope of the following claims. 
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Claims 

What is claimed is: 

1 . A method of routing traffic between first and second nodes in a network so as to provide 
protection against network failures, the method comprising the steps of: 
5 routing units of traffic on corresponding sets of trunks connected between the first 

and second nodes such that the traffic is balanced between disjoint paths; and 

implementing a restoration process for the traffic utilizing at least one of a service 
layer switching and transport layer switching. 

10 2. The method of claim 1 wherein each one of the first and second units of traffic comprise 

OC-x units of traffic. 

In 3. The method of claim 1 wherein the service layer switching process comprises a packet- 

5 based switching process. 

I 5 

n 4. The method of claim 1 wherein the service layer switching process comprises an Internet 

L protocol (IP) switching process. 

m 5. The method of claim 1 wherein the first and second nodes are connected by first and 

JiO second sets of trunks, each of the sets of trunks including multiple trunks, with each of the trunks 
in a given set of trunks supporting a designated portion of a given one of the units of traffic 

6. The method of claim 5 wherein the units of traffic are routed such that a first half of a 
given one of the units of traffic is routed on a first one of the trunks in a given one of the sets of 
25 trunks, and a second half of the given unit is routed on a second one of the trunks in the given set 
of trunks. 



7. The method of claim 6 wherein the restoration process is implemented using service layer 
switching. 
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8. The method of claim 1 wherein the first and second nodes are connected by first and 
second sets of trunks such that the nodes and sets of trunks form a four-trunk ring, wherein each of 
the first and second sets of trunks includes a primary trunk and a backup trunk. 

5 9. The method of claim 8 wherein a given one of the units of traffic is routed on one of an 

upper or lower portion of the ring. 

10. The method of claim 9 wherein the given unit of traffic is split equally between the 
primary trunk and the backup trunk associated with the upper or lower portion of the ring. 

10 

1 1 . The method of claim 9 wherein the given unit of traffic is routed entirely on the primary 
trunk associated with the upper or lower portion of the ring. 

'i n 2 

m 12. The method of claim 8 wherein the ring comprises an IP/optical hybrid ring, and the 

%5 restoration process is implemented using service layer switching. 

^ 13. The method of claim 8 wherein the ring comprises a SONET/optical ring, and the 

restoration process is implemented using transport layer switching. 

'5j>0 14. The method of claim 13 wherein the first and second nodes comprise add-drop 

multiplexers connected by the sets of trunks, each of the add-drop multiplexers also being coupled 
to a corresponding router. 

15. The method of claim 1 wherein the units of traffic are routed between the first and 
25 second nodes so as to provide an opportunity to implement an enhanced quality of service (QoS) for 
at least one of the units of traffic. 
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1 6. An apparatus for routing traffic in a network so as to provide protection against network 
failures, the apparatus comprising: 

first and second network nodes connected by sets of trunks, wherein units of traffic 
are each routed on a corresponding one of the sets of trunks such that the units of traffic are balanced 
between disjoint paths between the first and second nodes, the first and second nodes further being 
configured to implement a restoration process for the traffic utilizing at least one of a service layer 
switching and transport layer switching. 

1 7. An apparatus for routing traffic in a network so as to provide protection against network 
failures, the apparatus comprising: 

a first network node, the first node being connectable to at least a second network 
node by sets of trunks, wherein units of traffic are each routed on a corresponding one of the sets of 
trunks such that the units of traffic are balanced between disjoint paths between the first and second 
nodes, the first node further being configured to implement at least a portion of a restoration process 
for the traffic utilizing at least one of a service layer switching and transport layer switching. 
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Abstract 

Units of traffic are routed between nodes in a network on corresponding sets of trunks, such 
that the traffic is balanced between disjoint paths. A restoration process for the traffic is 
implemented using service layer or transport layer switching. In a first embodiment, first and second 
nodes are connected by first and second sets of trunks, with each of the trunks in a given set of trunks 
supporting a designated portion of a given one of the units of traffic. The units of traffic are then 
routed such that a first half of a given one of the units of traffic is routed on a first one of the trunks 
in a given one of the sets of trunks, and a second half of the given unit is routed on a second one of 
the trunks in the given set of trunks. In other embodiments, the first and second nodes are connected 
by first and second sets of trunks so as to form a four-trunk ring, with each of the first and second 
sets of trunks including a primary trunk and a backup trunk. A given one of the units of traffic is 
then routed on either an upper or lower portion of the ring. The four trunk ring may be in the form 
of an IP/optical hybrid ring, in which case the restoration process is implemented using service layer 
switching, or a SONET/optical ring, in which case the restoration process is implemented using 
transport layer switching. 
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IN THE UNITED STATES 
PATENT AND TRADEMARK OFFICE 

Declaration and Power of Attorney 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my name. 

I believe I am an original, first and joint inventor of the subject matter which is claimed 
and for which a patent is sought on the invention entitled METHODS AND APPARATUS FOR 
PROTECTION AGAINST NETWORK FAILURES the specification of which is attached 
hereto. 

I hereby state that I have reviewed and understand the contents of the above identified 
specification, including the claims, as amended by an amendment, if any, specifically referred to 
in this oath or declaration. 

I acknowledge the duty to disclose all information known to me which is material to 
patentability as defined in Title 37, Code of Federal Regulations, 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, 119 of any 
foreign application(s) for patent or inventor's certificate listed below and have also identified 
below any foreign application for patent or inventor's certificate having a filing date before that 
of the application on which priority is claimed: 

None 

I hereby claim the benefit under Title 35, United States Code, 120 of any United States 
application(s) listed below and, insofar as the subject matter of each of the claims of this 
application is not disclosed in the prior United States application in the manner provided by the 
first paragraph of Title 35, United States Code, 112, I acknowledge the duty to disclose all 
information known to me to be material to patentability as defined in Title 37, Code of Federal 
Regulations, 1.56 which became available between the filing date of the prior application and the 
national or PCT international filing date of this application: 

None 

I hereby declare that all statements made herein of my own knowledge are true and that 
all statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
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Code and that such willful false statements may jeopardize the validity of the application or any 
patent issued thereon. 

I hereby appoint the following attorney(s) with full power of substitution and revocation, 
to prosecute said application, to make alterations and amendments therein, to receive the patent, 
and to transact all business in the Patent and Trademark Office connected therewith: 



Thomas J. Bean 
Lester H. Birnbaum 
Richard J. Botos 
Jeffery J. Brosemer 
Kenneth M. Brown 
Donald P. Dinella 
Guy Eriksen 
Martin I. Finston 
William S. Francos 
Barry H. Freedman 
Julio A. Garceran 
Jimmy Goo 
Anthony Grillo 
Stephen M. Gurey 
John M. Harman 
Matthew J. Hodulik 
Michael B. Johannesen 
Mark A. Kurisko 
Irena Lager 
John B. Maclntyre 
Christopher N. Malvone 
Scott W. McLellan 
Martin G. Meder 
John C. Moran 
Michael A. Morra 
Gregory J. Murgia 
Claude R. Narcisse 
Joseph J. Opalach 
Neil R. Ormos 
Eugen E. Pacher 
Jack R. Penrod 
Gregory C. Ranieri 
Scott J. Rittman 
Ferdinand M. Romano 
Eugene J. Rosenthal 
Bruce S. Schneider 



(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 



44528) 
25830) 
32016) 
36096) 
37590) 
39961) 
41736) 
31613) 
38456) 
26166) 
37138) 
36528) 
36535) 
27336) 
38173) 
36164) 
35557) 
38944) 
39260) 
41170) 
34866) 
30776) 
34674) 
30782) 
28975) 
41209) 
38979) 
36229) 
35309) 
29964) 
31864) 
29695) 
39010) 
32752) 
36658) 
27949) 
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Ronald D. Slusky 
David L. Smith 
Ozer M.N. Teitelbaum 
John P. Veschi 
David Volejnicek 
Charles L. Warren 
Jeffrey M. Weinick 
Eli Weiss 



(Reg. No. 26585) 
(Reg. No. 30592) 
(Reg. No. 36698) 
(Reg. No. 39058) 
(Reg. No. 29355) 
(Reg. No. 27407) 
(Reg. No. 36304) 
(Reg. No. 17765) 



I hereby appoint the attorney(s) on ATTACHMENT A as associate attorney(s) in the 
aforementioned application, with full power solely to prosecute said application, to make 
alterations and amendments therein, to receive the patent, and to transact all business in the Patent 
and Trademark Office connected with the prosecution of said application. No other powers are 
granted to such associate attorney(s) and such associate attorney(s) are specifically denied any 
power of substitution or revocation. 



Full name of 1 st joint inventor: Bharat Tarachand Doshi 

Inventor's signature BL^h ^fZ^aJ^^- <^0QqA'Date ZTu^C .5" ; 2-«o O 

Residence: Holmdel, Monmouth County, New Jersey 

Citizenship: United States of America 

Post Office Address: 5 Deerpond Lane 

Holmdel, New Jersey 07733 
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Full name of 2nd joint inventor: Ramesh Nagarajan 

Inventor's signature hj> *rj - Date CTV*f ^ o * 

Residence: Somerset, Somerset County, New Jersey 
Citizenship: India 

Post Office Address: 43 Oswestry Way 

Somerset, New Jersey 08873-6418 
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ATTACHMENT A 



Attorney Name(s): Joseph B. Ryan Reg. No. 37922 
Kevin M. Mason Reg. No. 36597 
William E. Lewis Reg. No. 39274 



Telephone calls should be made to Joseph B. Ryan of Ryan & Mason, L.L.P. at: 

Phone No.: (516)759-7517 
Fax No.: (516)759-9512 

All written communications are to be addressed to: 

Ryan & Mason, L.L.P. 

90 Forest Avenue 

Locust Valley, New York 1 1 560 



